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This document contains instruction manuals for using the tools Wireshark and Snort.  Specifically 

the exercises were designed with network analysis, forensics, and intrusion detection in mind.  The 

goal of these exercises is for the user to generate best practices, thought-processes, and knowledge 

about how to use these tools as an IT security professional.   



Exercise 1: Identifying Suspicious Network Activity Using Wireshark 

 

Pre-lab: Wireshark Installation and Setup 

The steps in the pre-lab activity will show you how to download and install Wireshark, the 

network protocol analyzer, on your computer and configure it properly for use. We will be 

providing a pcap file so this lab can be completed on a virtual machine or your physical machine.   

Working within information security, Wireshark is a proven tool for troubleshooting and isolating 

problems associated with a network.  It is an easy-to-use platform that provides volumes of 

network traffic packet information.  The difficulty lies not in working the controls of Wireshark, but 

rather knowing what to look for and where.  

1. To get started, go to http://www.wireshark.org/download.html and click the installer 

associated with the operating system with which you will be using Wireshark.   In the lab 

exercise and screenshots we will be using the Windows 64-bit installer.   

 

2. Once the file has been downloaded, open the installer and follow the installation wizard 

instructions.  Click YES to allow changes to your system.   

 

3. Click Next. 

4. Click I Agree after reading the license agreement. 

5. Click Next to install Wireshark components. 

6. Select Shortcuts and click Next. 



7. Choose your installation directory and click Next. 

8. Make sure WinPcap is installed, check the box and click Install. 

9. Click Next. 

10. Click Finish and run Wireshark. 

11.  Wireshark should be up and running at this point and your interface should look like the one in 

the screenshot below.  Normally, it would be important to configure the NIC device we want to 

capture live traffic from.  However, since the capture file is being provided to you this step is not 

necessary for the lab.      

 

12. Once you have finished the installation of Wireshark visit the following links for a brief video 

introduction to using the tool as well as an introduction to the filtering capabilities of 

Wireshark.  Make sure to understand how to perform a capture, navigate the Wireshark 

interface, and use filter capabilities.  

 

Introduction Video: 

http://wiresharkdownloads.riverbed.com/video/wireshark/introduction-to-wireshark/ 

 

Different Filters:  http://network.nwtc.edu/jconlon/Cisco2/Labs/Lab%201a%20-

%20Creating%20Wireshark%20Filters%20f11.pdf 

Lab: Identifying Suspicious Network Activity 

 In order to safely and ethically perform this lab we cannot ask you to voluntarily generate 

what would be suspicious network activity.  For this reason, a pcap file is provided in order to 

analyze network activity.  This same type of file is generated and can be saved when performing a 

live capture with Wireshark.   



Scenario: 

This pcap file has been taken from a company’s network that has been experiencing issues 

with bandwidth use and malware breaches.  It is your job as a network security analyst to figure out 

what the cause of the problem is and the entities involved with the issues. 

1. Download the pcap file from the following link: 

https://www.dropbox.com/s/85i424b4p66rg6o/infosec_manualPCAP.pcapng 

 

2. Once the pcap file has been downloaded, open it with Wireshark.   

 

 
 

3. Once the pcap file has been loaded we can now start our analysis of the capture and isolate the 

problems.  Your Wireshark interface should look the same or similar to the one in the 

screenshot below.  Sort the packets by clicking Protocol and scroll through the capture and see 

if you can identify any suspicious looking communication behavior. 

 

4. The majority of the packets should consist of TCP and UDP packets.  However after scrolling 

through the sorted protocols you should be able to identify a collection of BitTorrent packets 

which are used in P2P networks to transfer files between hosts on the internet.  You can also 

type BitTorrent in the filter bar to show only protocols associated with BitTorrent.      



 
 

5. From this collection of packets we can identify the source IP address of the BitTorrent user.  

What is the IP address? 

Answer: 192.168.0.3  

6. Now that we have identified the source of the problem we need to understand the impact in 

terms of bandwidth usage on the network.  If we take a look at the Statistics tab and click on 

Conversations we get a break down of the communication and volume of data exchange 

between hosts.   

 

7. The tabs at the top list the protocol and number of communication exchanges.  Click on the IPv4 

tab as well as the UDP tab.  Within these tabs, sort by the largest number of bytes to see where 

the majority of data exchange is occurring.  What are the accessible tabs listed at the top of the 

conversations? 

Answer: Ethernet, IPv4, IPv6, TCP, and UDP      



 

8. We can see that our suspected BitTorrent user is accounting for a large amount of traffic 

(345,341 bytes) in the IPv4 tab. Next we’ll look at UDP.  UDP is protocol commonly used when 

transferring data over a P2P network.  Click on the UDP conversations and identify the largest 

data exchange in bytes received by our BitTorrent user.   

Answer:  85840 bytes 

9. In order to gather more information about network activity, close the Conversations window, 

click on Statistics, and then select Endpoints.  An endpoint is the logical endpoint of separate 

protocol traffic of a specific protocol layer. 

 

10. The endpoints interface should look similar to conversations.  The main difference between 

the two is while conversations shows the number of packets and amount of data exchanged 

between addresses, endpoints will show the total amount data and packets received at a 

specific IP address and port.  Filter the endpoints tabs the same way you did with 

conversations and interpret the data.   



 

11. Looking at the Endpoints data we can see a trend with our BitTorrent user and the large 

amount of data going to their computer. Under the TCP tab, how many packets on port 64501 

were received by our BitTorrent user? 

  Answer: 354 

Final Thoughts: 

1. Based on what we have learned about the network traffic from this Wireshark capture, what 

reasonable assumptions can we make about the problem and entities involved? 

Answer: It can be reasonably assumed that the IP address associated with the BitTorrent user can 

be identified with someone who is knowingly downloading and possibly uploading files using a P2P 

exchange client.  From the large amount of data going to that computer it is possible that problems 

with network bandwidth could stem from BitTorrent use.  Furthermore, this is could also be a point 

of vulnerability for the network as many torrents are known to be accompanied with the 

transmission of malware. 

2. What steps would you take to resolve this situation? 

Answer: The first step would be to approach the suspected employee about the behavior in a 

confidential and respective manner.  The next step should be to communicate with the associated 

employee about how it is unacceptable to use company resources for downloading torrents.  Lastly, 

any company devices involved with BitTorrent traffic should be quarantined and wiped clear 

before being used again.   

3. What steps would you take to prevent this from happening in the future? 

Answer: In order to prevent future occurrences of this occurring it is vitally important to identify 

and update your company security and acceptable use policy if they do not include information 

about this behavior.  You should follow up by educating and training your employees about these 

policies.  Lastly, there are ways of configuring network devices, routers, and firewalls to block P2P 

file sharing.  Implement these configuration changes as long as it does not have a significant 

negative effect on company productivity.          

 



Exercise 1: Identifying Suspicious Network Activity Using Snort 

 

Pre-lab: Snort Installation and Setup 

Previous to this point you have identified suspicious activity within the context of a protocol 

analyzer, Wireshark.  In the field of information security, there are often numerous tools and 

methods of achieving the same goal.  In this case, the labs set out to identify suspicious network 

traffic for further analysis by a security professional.  The first real step in an incident response plan 

of an information security program is identification.  The security professionals need to identify 

whether or not traffic on the network is worth taking a look at before executing a full investigation.  

Sometimes having multiple tools at your disposal is better than having just one.  So, to illustrate 

this, the next exercise will also focus on identifying suspicious network activity but with an open 

source intrusion detection system known as, Snort.  Before that, though, you need to get Snort 

installed. 

 

1. To get started, go to http://www.snort.org/snort-downloads? and click the installer associated with 

a Windows installation (Snort_2_9_5_6_Installer.exe).     

 



2. Once the file has been downloaded, open the installer and follow the installation wizard 

instructions.  Click YES to allow changes to your system.   

 

3.  Once you have finished the installation of Snort, the installer will prompt you to install WinPcap.  

This is unnecessary if you completed exercise 1.  If you did not complete exercise 1 or installing 

Wireshark, you can download WinPcap from  http://www.winpcap.org/install/  

 

 

 

Lab: Identifying Suspicious Network Activity Using Snort  

Scenario: 

As you remember from the first exercise, you examined a network traffic capture to 

determine if the traffic was malicious.  The so-called “offline” analysis such as this can be handy 

when the organization does not have an intrusion detection system in place.  Having any amount of 

visibility into network traffic is better than none at all.  Once suspicious traffic has been identified 

and mitigated, it is often recommended to implement some sort of solution that either notifies 

professionals of an event occurring, or prevents the event all together.  In this case, we will look at 

having real-time notification of an event occurring.  In this exercise, you will implement the open 

source intrusion detection tool, Snort, on a Windows 8 workstation, which will act as the intrusion 

detection system for an enterprise.  You will then use a second Windows 8 workstation to send 

suspicious packets to the intrusion detection system.  Once configured properly, the intrusion 

detection system will alert the suspicious activity to the user. 

One of the most overlooked application protocols in networking security is HTTP.  Many of 

today’s networked devices have HTTP servers built in.  This may be a nice feature to have, 

especially for configuration.  In most cases, however, it should be disabled and is often left enabled.  

This poses a security risk due to the inherent vulnerabilities in the web server software.  If an 

attacker were able to compromise the networked device using the vulnerable HTTP server, the 

attacker has successfully gained control of the networked device.  In this lab, the intrusion detection 

machine you will implement will act as a watch guard for the network.  Since many attackers will 

often probe the entire subnet for hosts that are alive and running particular services, your intrusion 

detection machine will catch these scans and alert on them, allowing you to investigate further. 

 

Run Snort in Intrusion Detection Mode 

4. The first thing that needs to be done is determining which network adapter you want to listen 

on.  To do this, open a command prompt and navigate to C:\Snort\bin 



5. Type “snort –W” and hit ENTER 

6. This will display a list of network adapters available for Snort to capture traffic from.  Pick the 

network adapter that you are using.  If you are using a wireless connection to connect to your 

local network, use that adapter.  If you are performing this lab in a virtual environment, choose 

the adapter that models what is listed in the Network and Sharing Center in Windows.   

7. See example below and write down the index number corresponding to your desired network 

adapter.  This index number will need to be used later on when we run Snort. 

 

8. Snort has many modes that which it can run, such as: Sniffer mode, packet logger mode, and 

intrusion detection mode.  As expected, we will be running Snort in intrusion detection mode to 

illustrate Snort’s abilities to identify traffic and alert based on a predefined set of rules.  To start, 

we need to create a new configuration file that the application will reference for variables when 

executing.  Open up Notepad in Windows and type the following information in: 

var LAB_NETWORK 10.0.1.0/24 

var EXTERNAL_NET any 

var RULE_PAH c:\Snort\rules 

alert tcp any any -> any [80] (msg:”WARNING: Web Connection Attempted!”; sid:1;) 

*NOTE: for the variable LAB_NETWORK you will need to enter your local subnet that you test 

machines are located on.  For example: if your IDS PC has an IP of 192.168.1.20, and your 

attacker PC has an IP of 192.168.1.21, then your LAB_NETWORK will be 192.168.1.0/24 

When you have entered in the desired parameters, save the file in the c:\snort\etc\ directory as 

temp.conf 

 

 



9. The next step we need to run Snort with the newly created configuration file and the proper 

network adapter.  Do this by typing in a command prompt “snort i2 –l c:\log –c 

c:\snort\etc\temp.conf” 

*Be sure to type in the correct index number next to the “i” from Steps 2-4 

If snort is running correctly, you will see a lot of text scroll across the screen looking similar 

to this… 

 

10. From this point, it is time to act as an attacker and attempt to make an HTTP connection to the 

intrusion detection machine.  Go to any other machine on the same subnet and attempt to 

connect to the intrusion detection system’s IP address by typing in the address bar of a common 

internet browser: http://10.0.1.49 

 

You can obtain the IP address of the intrusion detection system by typing ipconfig in a 

command prompt on the intrusion detection system machine. 

 

You will notice that the browser window of your attacker machine shows that a connection 

cannot be made.  This is normal.  HTTP port 80 is not running on the intrusion detection 

system and that is why a connection cannot be made.  However, unbeknownst to the 

attacker, you are monitoring all network requests that come in and out of the chosen 

network adapter, remember?  Therefore, even though HTTP port 80 is not running on the 



intrusion detection system, it will still alert that an attempted connection was made based 

on the rules you set in Step 5.  You can see your results by navigating in Windows Explorer 

to C:\Snort\log.  Open the file alert.ids in Wordpad and you will see the alerts that were 

generated by the attempted HTTP connection 

 

 

 

 

11. You have finished the lab exercise! ☺   

 

Now that you have seen how to alert on traffic using Snort, you can customize any amount 

of rules that you want to identify just about any traffic that you want! 
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